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' yVAR DEPARTMENT 
OFFICE OF THE CHIEF SIGNAL. OFFICER 



WASHINGTON 

November 16, 1931 



VgyORMJDUM TOt executive Officer. 



Attached hereto ie l ? r. Friedman's report on hie investiga- 
tion, for the Department of State, of the cipher machine eubmitted 
for their consideration by the International Telephone and Telegraph 
Company. It le recommended that thie report be forwarded to the De- 
partment of State, and that the following be ueed ae a basis for a 
letter of transmittal to be eigned by the secretary of Tart 

Reference is made to your letter of October 29, 1931, 
and thie Department *a reply of November 9, 1931, with regard 
to the assistance to be rendered by Mr. F. Friedman, 
Cryptanalyst in the Cffie# of the Chief Signal Officer, in 
your investigation of the oipher machine submitted for your 
coneideration by the International Telephone and Telegraph 
Company. The Department ie pleased to forward herewith the 
report rendered by Vr, Friedman as a result of hie investi- 
gation of the degree of cryptographic security afforded by 
this machine. 

Should any further assistance or advice in this con- 
nection be necessary or desirable, this Department will be 
very glad to cooperate with your Department in whatever 
manner possible* 



D. V. Crawford, 
Wajor, Signal Corps. 



Attached* 

Report 



Unproved for Release bw NS A on 1 1-12-2014 pursuant to E.Q. 1352^ 



* 
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Report on Investigation for the Department of State 
of the oipher machine submitted for thoir consideration by the 
International Telephone and holograph Company. 



1. Pursuant to authority contained in the 2d Indorsement, 
dated dovember 4, 1921, to a letter dated October 29, 1931, from the 
Department of State to the Secretary of v.ar, a eto&y was initiated to 
determine only the degree of cryptographic security afforded by the 
above -mentioned cipher machine, 

2. A theoretical method of solving cryptograms produced by 
this machine, without possession of either the machine ora knowledge 
of the particular key settings employed in their production was Quickly 
established, 

3. Too sate of cryptograms vara requested for test, aa sat 
forth in the attached fckhlbit 1. The messages were delivered to this 
office under sealed cover and were received at the times indloated on 
tha photostatic copies, Exhibits 2 to 9, inclusive. 

4. As regards the first sat of massages, the only information 
given by the State Department was that each message had been enciphered 
by a different 10-letter keyword. Attached hereto, labeled Exhibits 

10 to 13, inoluslve, are the solutions to Messages 1, 6, 7, and 8, of tha 
aat of 12 messages furnished aa Sat A, Thera seemed to be no point in 
solving all tha maasagss of this sat, it beiig deemed satisfactory to 
demonstrate, by solving any four of them, tha possibility of solving 
any massages of this category, all with Independent Initial key setting*. 
It may be stated that, with practice, way message of this type may be 
solved within an hour or lass, 

5. At regards the second sat of messages, sat fi, the only in- 
formation given by the State Department was that these four message# 
were the 3rd, 4th, 5th and 6th of a series enciphered from an Initial 
setting known only to them. Attached hereto, labeled Exhibits 14 to 17, 
inoluslve, ere the solutions to all four messages thus furnished. It may 
ba stated, aa regards this method of employing the machine, that if a 
eerie* of 10 or mors messages is available, the determination of the 
proper Initial setting for the series ean be reached within 24 hours, 
possibly only 12 hours, From that point on, however, all messages can 

be deciphered as rapidly as the legitimate correspondent e can decipher 
them, providing a duplicate anohine is available. If no duplicate machine 
is at hand, then the question of cuiok translation becomes one merely of 
available clerloal personnel. 



Attached t 

Exhibits 1 to 17, inclusive . 
OCSigO - lovember 16, 1931 



Y ill lam p. Friedman, 
Cryptanalyst, 

Chief of Signal Intelligence Section, 










- &’<*£■*?>* t . ,>• 

a,*' A >T *A ** ,' ’ 
J .; .:V'v.p !’ ^jj? ^ /»-•>* 
y<- ' *•?».• '•V i*i 









y*fj$ 



:'r v* . ••* ''••>j ; ^vc' v - - ; T '.’SvV • ■; ::, ~,*Srjr • *r - : -' • * -.^ .,••• ‘ -i*A *> v a ..; 1 .-•-/ 

, ■•'•':?• .''.;-vV: .5fe;^4-v ; -^C^ V v- i/ ^ ev 7 ;£ 



:&SB. : .!$^ m-^WD 



, r 4 " ' *,. v V‘j \ ,. ,: .!. -v.,(*! - > 






sftotnHS 



(Solric^ti^y 



wowi 



V^fV '. *:* 4?r,fi 



P 

*i. • '. „•./•• ,i 



y . i 

rv 



:■ \y---r-'S'.i 

*>'• V £*• A > rut 1 










. •f./ .w r « V£tv; 



:|;S^ 









<’K-' ^<^r' \-M v .• V V£$A -s * .*.\-i*v,‘ V V ^rti fi '\ • ' ^ -V s v* • * »> *v* s -.- - *> 

;v4^ ■' ’I ^ *•* j^S** **’ *? t * '• % cis&r 

'^7^/ t ‘. £?*■&? '.^V'^ Vm^' -.jsY-H-'V*'-^, J'^r'i'^'.civp'- I^'V.V'-ii '<v« ’ l - *' V •»:•*;/ V' 






V, V ••»• r V ,1 v ' /ff^VA'i.-'.''' i r ;? -V'" \ ' '•S'S.v. ■ t '4 ,-feV: c 

X •'. i*'^*:- '■•*?( jf \ '» '" •.- ••Vtfkr'i •* £ Jr 

^ • * * *, - ' 



S' ^b% T vVV-^ ; • ? k . : 'V n\^ > T 'S ' SSs-'l as.' * 



REF XD:A4148|gfc2 

MESSAGE NO. 1 o£ $ &T f\ 



RIGA 

DATED NOVEMBER 6, 1931. 
RECEIVED 12 »40 P. M. 

SECRETARY OF STATE, 

WASHINGTON. 

WHILE NO FIGURES ON THE SIZE OF RUSSIAS THIS YEAR GRAIN 
CROP HAVE YET BEEN RELEASED, OFFICIAL SPEAKERS CITED IN PRAVDA 
OF NOV 2ND AND 3RD ANNOUNCED THAT THERE HAS BEEN A SERIOUS 
DROUGHT « 9- ♦ 



0 



#kWA6rtP*(iP¥.W 1 1S#&. 



AMERICAN CONSUL, 
TOKYO (JAPAN) 



( , Mlcr ofhce 

'■'hlEF SIGNAL OFFJCEP 

NOVEMBER 5, 1931. 

JS51 NOV •* H - pfj 4| gig. 



INSTALLATION OF GRILL AUTHORIZED IF PLACED ON NORTHEAST WALL IN 
JAMB OF ARCH LEADING TO STAIRWAY FROM THE NORTHERLY CORNER OF LOBBY 
No. 17, GRILL TO SWING INTO LOBBY. 



STIMSON. 



[ S*eu-v^ j 'W-* ' . 
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^ Sr^ ft 



TO ALL AMERICAN DIPLOMATIC AND CONSULAR OFFICES: 



PRESIDENTS PROC LAMAT ION NOVEMBER SECOND DIRECTS DISPLAY 
UNITED STATES FLAC ALL GOVERNMENT BUILDINGS ARMISTICE DAY UOVEIvIBER 
ELEVENTH. TAKE ACTION ACCORDINGLY. 

$TIH^ ftoj;FFiCE 

CHIEF SIGNAL OFFICER 

19 31 NOV ~ 32 - AH 10: 20 



T^r >^5- A. 3« ^ 








